
H ack ing Te ch niq ue s  and D e fe nse  Strate gie s  Training

Jak arta, 28

th

 of June  - 2

nd

 of  July 2010  (5 days)

W h o s h ould atte nd?

Inform ation Se curity Profe s s ional, such  as : Consultant, 

Auditor, Manage r, Engine e r and Adm inistrator.

Th e  Training Be ne fits

* 70%  attack  and de fe ns e  h ands -on lab and w ork s h op.

* Cle ar unde rstanding h ow  to de s ign an e ffe ctive

    inform ation s e curity arch ite cture  w ith  h olistic approach

    by tak ing into account te ch nology, pe ople , proce s s

    and ph ys ical s e curity.

* Be  an inform ation s e curity practitione rs  w ith  h ack e r’s

    m inds e t w h o are  able  to h ack  “s e cure ” conditions.

* Im prove  th e  inform ation s e curity practitione rs’ s k ills and

    k now le dge  w h o are  not only k now  th e  th e orie s , but also

    h ave  h ands -on e xpe rie nce s  to attack  prote cte d s yste m s

    in various  w ays , to de fe ns e , and to prope rly m anage  th e

    incide nts.

* Inform ation Se curity Profe s s ional Ne tw ork  (ISPN)

    M e m be rs h ip.

* H ave  a copy of W h ite H ack e rLab Virtual Lab tools

* O nly for participants w h o h ave  s e ttle d th e  paym e nt

    2 w e e k s  be fore  th e  clas s :

    FREE 1 W h ite H ack e rLab Bootable  USB 16GB

    FREE 1 W ifi USB adapte r com patible  w ith  virtual lab

Syllabus

* Ste p-by-ste p approach  us e d by m alicious  h ack e rs

* D e fe ating ph ys ical acce s s  control s yste m s

* Exe rcis e  h ow  to ste al and to prote ct valuable  inform ation

* By pas s ing s e curity s yste m  to acce s s  a prote cte d

   ne tw ork  ove r Inte rne t

* D e fe ating strong auth e ntication s e curity

* Attack ing and s e curing PC, Se rve r, LAN, SSL, w ire le s s

   ne tw ork , w e b application, e tc

* Prote cting and as suring th e  inte grity of pe ople  w h o h ave

   acce s s  to h igh ly s e ns itive  inform ation

* D e aling w ith  ins ide r attack

"Th e  Training is  ins igh tful! I re alize  th at th e re  are  critical is s ue s  in our e xisting inform ation s e curity strate gy."

~  IT Se curity M anage r of a le ading m ultinational financial com pany

PT. IMAN Te k nologi Inform as i

Jl. Raya Jatiw aringin no.233, Be k as i 17411

Pe rk antoran Gading Buk it Indah  G/23, Jak arta 14240

Ph one  (+ 62.21) 279 61117, Fax (+ 62.21) 375520 0 0

For furth e r inform ation, ple as e  contact

e ducation@ xe cure it.com  or Julinda + 62 815 110 1 5555

W h y th is  training is  ve ry im portant?

Inform ation s e curity is  a re volutionary w orld. Com ple te  

and in-de pth  unde rstanding h ow  m alicious  h ack e rs  

com prom is ing prote cte d inform ation is  no m ore  an option. 

Constant update  of k now le dge  is  one  of th e  m ost 

im portant factors  to s e cure  your organization's  critical and 

s e ns itive  inform ation and IT infrastructure .

Unle s s  IT s e curity profe s s ionals unde rstand h ow  attack s  

re ally w ork  and w h o re ally doe s  th e m , it’s  im pos s ible  to 

build a s e cure  s yste m . Many inform ation s e curity 

strate gie s  h ave  be e n faile d, be caus e  th e y w e re  de s igne d 

and built only bas e d on te ch nology point of vie w .

In re al life , e ne m ie s  us e  any m e ans of attack , m ost of 

th e m  are  social e ngine e ring (e xploiting pe ople  

w e ak ne s s e s), and attack ing w e ak  proce dure s. 

Unfortunate ly, until today m any te ch nical s e curity cours e s  

are  focus ing only to te ch nology-bas e d attack  point of vie w .

By s im ulating ste p-by-ste p proce s s  of th e  late st re al w orld 

profe s s ional h ack ing te ch niq ue s , th is  cours e  provide s  

cle ar unde rstanding and e xpe rie nce s  h ow  to tak e  full 

control of a ne tw ork  and com prom is ing inform ation. Afte r 

h aving h ands -on h ack ing e xpe rie nce , participants w ill 

active ly le arn h ow  to cre ate  appropriate  de fe ns e  strate gy 

to prope rly m anage  various  s e curity ch alle nge s.

Location

Se curityFirst Training Room  or H ote l M e e ting Room , Jak arta

(D e pe nds  on th e  participants num be r)

Fe e  and Paym e nt

Rp.7.50 0.0 0 0 ,- +  VAT, via transfe r to BCA  Cab. Kalim alang

a/c 230  357 7777, a/n PT. IMAN Te k nologi Inform as i

* D iscount 10%  for 2 participants from  th e  sam e  com pany 

or participant w h o h as  s e tlle d th e  paym e nt 2 w e e k s  be fore .




