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Hacking Techniques and Defense Strategies Training
Jakarta, 28t of June - 2n of July 2010 (5 days)

"The Training is insightiu B Ireallze ®attere are criticallissues in our existing inform ation se curity strat gy.”
~ ITSecurity Manager ofa Fading m u Binationa Hinancia lcom pany

Why this training is very important?

Information security is a revolutionary world. Complete
and in-depth understanding how malicious hackers
compromising protected information is no more an option.
Constant update of knowledge is one of the most
important factors to secure your organization's critical and
sensitive information and IT infrastructure.

Unless IT security professionals understand how attacks
really work and who really does them, it’s impossible to
build a secure system. Many information security
strategies have been failed, because they were designed
and built only based on technology point of view.

In real life, enemies use any means of attack, most of
them are social engineering (exploiting people
weaknesses), and attacking weak procedures.
Unfortunately, until today many technical security courses
are focusing only to technology-based attack point of view.

By simulating step-by-step process of the latest real world
professional hacking techniques, this course provides
clear understanding and experiences how to take full
control of a network and compromising information. After
having hands-on hacking experience, participants will
actively learn how to create appropriate defense strategy
to properly manage various security challenges.

Location
SecurityFirst Training Room or Hotel Meeting Room, Jakarta
(Depends on the participants number)

Fee and Payment

Rp.7.500.000,- + VAT, via transfer to BCA Cab. Kalimalang

a/c 230 357 7777, 3/n PT. IMAN Teknologi Informasi

* Discount 10% for 2 participants from the same company

or participant who has setlled the payment 2 weeks before.

Who should attend?
Information Security Professional, such as: Consultant,
Auditor, Manager, Engineer and Administrator.

The Training Benefits

* 70% attack and defense hands-on lab and workshop.

* Clear understanding how to design an effective
information security architecture with holistic approach
by taking into account technology, people, process
and physical security.

* Be an information security practitioners with hacker’s
mindset who are able to hack “secure” conditions.

* Improve the information security practitioners’ skills and
knowledge who are not only know the theories, but also
have hands-on experiences to attack protected systems
in various ways, to defense, and to properly manage the
incidents.

* Information Security Professional Network (ISPN)
Membership.

* Have a copy of WhiteHackerLab Virtual Lab tools

* Only for participants who have settled the payment
2 weeks before the class:

FREE 1 WhiteHackerLab Bootable USB 16GB
FREE 1 Wifi USB adapter compatible with virtual Iab

Syllabus

* Step-by-step approach used by malicious hackers

* Defeating physical access control systems

* Exercise how to steal and to protect valuable information

* By passing security system to access a protected
network over Internet

* Defeating strong authentication security

* Attacking and securing PC, Server, LAN, SSL, wireless
network, web application, etc

* Protecting and assuring the integrity of people who have
access to highly sensitive information

* Dealing with insider attack

For further information, please contact
education@xecureit.com or Julinda +62 815 1101 5555

ISPN

INFORMATION SECURITY PROFESSIONAL NETWORK

PT. IMAN Teknologi Informasi
JI. Raya Jatiwaringin no.233, Bekasi 17411
Perkantoran Gading Bukit Indah G/23, Jakarta 14240
Phone (+62.21) 27961117, Fax (+62.21) 37552000






