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Mengenkripsi dan mendekripsi email

Mengirim email yang di enkrip tanpa attachment.
Sebelum mengirim email yang di enkrip pastikan bahwa kita sudah memiliki public key si

penerima, karena enkripsi dilakukan menggunakan public key penerima. Perhatikan gambar
berikut,

= OpenPGP Key Management

File Edit View Eeyserver Generabe
- Filter For wser ID¥s or key ID's containing:

Account [ User 1D Kay 1D Tvpe Kew Validity  Owner Trust
Den Bagus <usertest@securityfirst.orid> 61ENG384 pub/sec ultimate ultimate

user enkripsi <user.enkripsi@gmail.com> BT4EE202 pubs trusted brusted

Sebelum mengitim email pastikan
bahwa kita telah memiliki public key
dari sipenerima dan sudah di sign.

; Sebagai contoh kita akan mengirim email kepada user.enkripsi@gmail.com, berikut langlah-
langkahnya;

: Step 1.

ser.test@securityfirst.or.id - Thunderbird

RINLLJ

=
?

E¥®luser.testi@sec. tyfirstor..!

Thunderbird Mail - user.test@secur
é= Inbox

17 Trash I:I{Iik Write untuk membuat email baru. '
= £ Local Folders

; s | Pead messages
Trash =

5 8

V8 | Write a new message

Accounts



mailto:user.enkripsi@gmail.com
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)(F:CUE’&I T

“Your IT Security, Our Passion”

EEX

<

File Edit Wiew Insert Format  Options OpepPGP  Tooks  Hep 6.2
= = ab &) +
L J j’ = Q - PP . 8 -
Send Contacts Spell Attach  OpenPGP SIMIME Save

From: | Den Bagus <user.besti@securityfirst .or.id> I

- uger. best@securityfinst . or id |

A [ Body Text % | Variable Width v - AA|BIU|EEEEE=-O

= Isi email tulis disind

: Is1 emadl tulis disimi

; Contoh link - hitp:ffthink securtyfirst web. id/7p=298

e l:|5i dari email tulis disini '

b 2P

ﬁ(umpnse: [ Test] Ecrypted Email

| —

RINLLJ

\ V4

Step 4.

File Edit Wiew [nsert Format Oglions OpepPGP Tools Help
= g =7 a
s l---.- e 5’ - g
Send Contacts spell Artach
= Frorm: iDenEag_ls <user tesb@securityfirst.or.id>
= w To: | 125 user.enkripsidgmail.com

I:I{Iik pada ikon OpenPGFP '

Subject: | [Test] Ecrypted Email

| Body Text  » | | variable width v Hl- A" A B T U=k

=

1]
4

Isi email tulis disini
Iz emaal tulis disi
Contoh linke ; hitp/fthink secuntyfirst web. 1d/7p=898

OpenPGP Encryption, ... E|

] Sign Message

‘Encrvpt Message 4

[ use PaR{MIME
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&5 Compose: [Test] Ecrypted Email

File Edit Yiew Insert Format Options  ©OpepPGP Tooks  Help

ab i +
ér - g x E - 8 - ‘\L -

Spel Attach  OpenPGP S/MIME Save
BrTEL@securityfirst.or.id> - user.test@sacurityfirst.or.id

| l2=] user. enkripsi@gmail .com
Klik pada ikon Send
untuk mengirim email.

subject: | [Test] Ecrypted Email

| Body Text v | | varisble width v | B- A B T UIEiC e

= Lsi ernail tulis disin
Isi ernaal tubs disina
Contoh Ink : hitp:ithink. secunityfirst web 1d/Tp=558

" Step 6.
OpenPGP Alert

- mail.
ey IF wou sign mail by defaulk, vou should uncheck the "Compose Messages in HTML preference box to
permanently disable HTML mail For this mad account.

= | This alert vill repeat 2 more times. | A ik Ok untuk melanjutkan.

Karena untuk pertama kali mengirim email maka akan muncul peringatan seperti diatas,
peringatan seperti ini akan muncul dua kali.

RINLLJ

— Step 7.
I u 3 OpenPGP Prompt
f jj_-) Please bype in your OpenPGFP passphrase or your SmarkCard PIN
ot : Milasukan passphrase
bes [ ***********J____}‘_______ dari key private yang
sudah di buat, bukan
[ ] remember For 5 idle minutes password dari email.
Step 8.

Mail Server Password Required

C oy Enter vour password F|:|r|user.test@securityﬁrst.nr.il:I on smtp.gmail.cun‘l:
-

(s ukan password darl email
account yang digunakan.

[ ] use Password Manager to remember this password,
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Setelah di klik tombol OK, maka email akan dikirim,

GmMpose - ntei 3 ] ijeck
Ele Edit Wew Options OpeoPGP  Tools  Help i3
e
= =l ab A E}
= & % .. 0. 8 " izt
Send Contacts Spe Altach PGP MIME Save 122t
Fromm: |Den5ag.|s <user. testisecurityfirst.orid Al St Lot
To: [ke=| g c Status: Delivering mad. ..
Progress: | EEEEETED ]
Cancel
= Subject: [[Test] Ecrypted Em | 7=
=
el
= E;;;;EE?H:SE%EBgE?GE _____ (lz'esan yang akan dikirim terenkrip)

Version: GnhuPG v1.4.7 (HingW3z)
Comment: Using GnuPG with Mozilla - htop://enigmail.mozdev.ory

hOEHA/ cWVQTER IFBAQE+ I xkTunkQ0YpLe It 6gXREOVIks/ A3B+5VgpdSctrTiTag
dralnSVvgVozy7L5TDAKS | fnlme/ X T5yRvE2 Prx RN 057068 YhnHy 60D I£ YmiiS
TV/ 3T1pd0iTiengswcgGF IAF sN3HTt ENTROBOTuVpwrexx 1 t HOBQhygalb GO
TEMSEyIyInd+006 4sh0DLEXSITdd40M42EGEHP ThTdm 1 Sim+x TVDg2 sng Z+vg
ag { PQ+MMIQIZ Se+HIQ1d INSWSQUJnDax zcchvw’Zq,e’ IUCDgI-J idTKe ngnxnﬁf 1Gd

E Pesan akan dikirim dalam bentuk chippertext.
Mengirim email dengan attachment yang di enkrip.
Berikut langkah-langkahnya

Step 1.
Ikuti langkah-langkah seperti mengirim email yang di enkrip tanpa attachment step 1 dan 2.

r

Step 2.

- Sy Compose: [Test] Ecrypted Email

File Edit View Oglions OpenPGP Tools Help

e B A AR @ . A . ¥

Send Contacts  Spell  OpenFGP S/MIME Save

E

VERINLIL

From: | Den Bagus <user testisecuwityfirst.or.id>

Sfest@securityfirst, or,id
> To: | 14| user.enkripsi@gmail.com .

{If{lil-: ikon Attach '

Subject: | [Test] Ecrypted Email

Izi emaill tulis disindi

Contoh link : htl:p ://think. securltytlrsh; weh, id/ ?p=898
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oo | enigmail-quick sk &

Filih file yang akan di
lampitkanfattach

5 e Bl

Documents | D) @pg_For_Thunderbird_Partable_1.4.9.paf .exe

e My Docurments
Klik Open setelah
P memilih filenya.
i 8
My Compuiter
o
File name: .e.mign'naiqu.itkstaerdF
— L
Ao ki Mebwoik: Files of type: _AJI Files

Step 4.

m o

ﬁ(nmpnse: [Test] Ecrypted Email

File Edit VYiew Insert Format Ogptions OpepPaP  Tools  Help

J =y L ""5’ = Q

Send Contacts Spesll Attach

RINLLJ

| —

Subject: | [Test] Ecrypted Emad

| Body Text | | Variable width v B ATAB T UL e

5 8
il
i
[]
|1}
A

Isi email tulis disini
Isi email tulis disim
Contoh link : httpfthink secuntyfirst web 1d7p=358

Step 5.

OpenPGP Encryption, ... |§|

|5

“1+] Sign Message

‘Encrvpl Mfff;;fdf‘

Klike Qe

[] use PcP{MIME




Gading Bukit Indah Blok G no.23

Kelapa Gading, Jakarta 14240, Indonesia
ecURelT Telp. +62 (0)21 4517555

e e Fax. +62 (0)21 4513809

& Com pose: [Test] Ecrypted Email

File Edit “ew [Insert Format Oplions OpepPGP  Tools  Help

ab A +*
vy. 8 .68 . 8. &
Atach  OpenPaP 5/MIME Save
TEEL@seouwityfirst.orid> - user.test@securityfirst.or.id

1 | =] user. enkripsi@grnal.com

Klik pada ikon Send
untuk mengirim email.

. Subject: | [Test] Ecrypted Emal

|Body Text | | Varisble width « B A B U EECE

Isi email pulis disind
Q) Isi emal tubs disim
- Contoh link : http:#think securityfirst web.1d/7p=8598

il § To avoid this in the
utton ta send signed

mr:i
If wou sign mail by default, vou should uncheck the "Compose Messages in HTML® preference box to
permanently disable HTML mail For this mad account.

| This alert vill repeat 2 mare times. | g ik Ok untuk melanjutkan)

L=

RINLLJ

This message conkains attachments. How would you like encrypt/sign them?
) Just encrypt/sign the message text, but not the attachments

Filih salah salah

| —

3 satu sesual
1 | ® Encrypt each attachment separately and send the message using inline PGP | | ehutuhan,
i () Encrypjsign the message as a whole and send & using PGRMIME Lihat keterangan.

MOTE: PGPIMIME is only supparted by & limited number of mail clients! On Wirdowes onby

Mozilla) Thunderbird, Sylpheed, Pegasus and Mulberry are known to support this standard; on
LinurefUNTE and Mac OS5 X most popular mail clients support it. IF you are unsure, select the second
option.

[] use the selected method For all Fukbure attachments
{iik OK untuk melanjutkan. )—.. .m' Concel_]

Pada step ini akan muncul jendela pilihan serperti gambar diatas, dini terdapat 3 pilihan yaitu;

1. Just encrypt/sign the message text, but not the attachments. Jika kita pilih opsi ini maka
yang di enkrip hanya textnya saja dan attachment tidak di enkrip.

2. Encrypt each attachment separately and send the message using inline PGP. Untuk opsi ini
maka text dan attachment akan di enkrip tetapi terpisah.

3. Encrypt/sign the message as a whole and send it using PGP/MIME. Text dan attachment
akan di enkrip menjadi satu.

Setelah menentukan pilihan kemudian klik Ok.
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OpenPGP Prompt

j_:,_) Please type in wour OpenPiaP passphrase or wour SmarkZard PI

: MMasukan passphrase

& i***********_l____}‘________ dari key private yang
sudah di buat, bukan
password dari email.

[] remember for 5 idle minutes

Cancel

Step 10.
- Mail Server Password Required

[, Enker your passwaord F|:|r|user.test@securityfirst.ur.id on smtp.gmail.cnn'l:

@rﬁdasukan passward dari email
account yang digunakan.

[ ] use Password Manager to remember this password.

o — ) Cancel

Selanjutnya email akan dikirim.

© Membuka/dekrip email yang di enkrip
Berikut langkah-langkah untuk membuka email yang diterima terenkripsi

i Step 1.

RINLLJ

| —
T
m BN
o
Im
=
1=
[}

| £

Go Message OpepPGP Tool

1 -
ol Folik ikon Get Bail untuk
mendownload email.

|

5 8

&l Folders

|= -1 user.test@securityfirst.or.id
=7 Inbiozx
-y Drafts
=7 sent
~F1 Trash



)(r:cueel T

“Your IT Security, Our Passion”

RINLLJ

V=

1 Trash
= i Local Folders

A Linsent
1 Trash

fle Edt  Yew Go Message OpegPGP  [ook  Heip

l.‘ntHd Wirite
Al Folders

= 5] userdtest@securityfirst.orad

= Inbeix
¥ Duafts
(=1 Sent
7 Trash
= & Local Folders
~ Linsent
1 Trash
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2 Klik di email yang masuk. maka akan muncul
Inputbox yang menanyakan passphrase OpenPGP
key untuk mendekrip email.

OpenPGP Prompt |r__|

.l?’} Plesse bype in your OpenPGR passphrase or your SmartCard PIN
== — — | 3. Masukan passphrase OpenPGP key
t A untuk mendekrip kemudian klik Ok

B B

Address Book, | Decrypt

FEIX

= : 7‘: bj = . A2 Subject or Serder

Reply  Reply Al Forwand Dielete Junk Print L :

%l B Subjet &4 Serder
Foe: [Test] Ecrypbed Emad = Emad best

M Dake - B
= 1338

= DpenPGP: Decrypted message; gpg cormand ine and output: C:\Program Files\|GHUGNUPGY|apg exe —charset
= Subject: Re:[Test]Ecrypted Email

From: Emai tect <oscang@eecurky-Tst nets Bt |
Date: 13:38
To: Den Bagus <user bestisecuribyfirst or.ids [f_j!

setelah enkripsinya
dibuka(decrypt] maka isi
email menjadi cleartext

Decrypt = ok

Den Bagus wrote:
I=i email tulis disini
Isi email tulis disini
Contoh Llink : http://think.securityfirst.web.id/?p=838

Jika pesan tidak/gagal di dekrip maka pesan masih dalam bentuk chippertext dan tidak
terbaca/acak, kurang lebih akan tampak seperti gambar berikut:
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S PR I Rt A Tampilan ernail vang belum di dekrip
Bile Edit Mew Go Message C P Tools  Help

& . N 2 B © & (X 6
Get Mal Write  Address Book | Decrypt Reply  Reply Al Forward Delete Junk,
[+) OpenPGP: Error - no passphrase supplied

= Subject: Re:[Test] Ecrypted Email

From: Emal test <gessng@secyrity-|st.net>
Date: 15:37

To: DenBagus <user testisecurityfirst.or.id=

Charsev: IS0-8859-1
Version: GnuPG v1.4.7 (MingW32)
Comment: Using GnuPG wich Mozilla - hetp://enigmail.mozdev.ory

hOIOAZ IkkpwH3JWIELE/ R 1 T342deFWEY1QCSHIgay/ 1544 x5XyYo1350z0l ly
UEZ 6XvilgscTeDiBANc AUFZ AQS pSmfF EnQVodex iRg3acdtnl / kGUInx 6t Vgil1Q73 2
—_ rUuTSuczNx IGUISASJEOnxo98om3tFLrcLTVY 7 £T/ vEUGIdQATHEGUTCcBQub0
QktgUPehU3iL6cdXo9nF 6231 lwdS500c0YFpYwit 7Enc pBS4kTRyiaQy ssiczarz0a
MDEJPBL 1UksEYme R3XWESpxQdISHNv+53zbSFYLiCT1 Yax0evSIZnP /e U£400g1Ve
— nGESt leRZIw)QZb0OSkIhD Iox i EOnJKgqd Kk QU ZEaDOfSDUNS 2DV T 1GdkSwJISBLLP
1lwp9/ 10W13d02 8CoKDEL ITvEgArtHuLnky+g6y2 ynx 1507/ g/ HeucySlb/ / J16h
SBdoprFHNauH1ZZvaGei IgEIng i Z+0nl Y TAOZWnnCh x 0L 4NAGLLuYHoXzPyhECCA
i wpapENEVZ3vUb 9 TVEUTESp2 QY8 HuGELe JHS 7T Lh1pG+hIVagemFCTiENSQrEr LhHT
hr7E7t 1iDERO+Q10MuwSnyShu59iSheJEosA7Fsialz TLEBZU/ CRPohHdgOMgGLy
GelAyEKTsL0s00x JdVwHI1Z X lac4vTISWILSROe/ USKOSHXZ 4HCKSe IhBrar2 D12
zZ4UEDAPIVIUE/ DOROOER/ RyP4vir w9 ZS5EgTI+3 PEHURLEDPD 1Smy0Gop YNzFOShES
S0JHin6IRaSuLGtrWS2cRFk2 1 IvhdyaxoDp i HTOdy I PPRESSaZgOX TEDBwHTDAL
e meeoyLuG] zheN3S9CeKItyAgr HwgZ 1IPS6GTEX L3 Whi ASVeFvL 7igeBh/ 1D ITkE/
hs936d0TETtheJHdUs6DapPFxOTYHDDeesdSx Wi 8qulJ EVPZ jbrHuZr IS ILALSgeJW
zxJelX2¥ET=G0900AIndcOvhZcNWREk 1wl IV4A+z0p TV 1BdUC+hyG3u+10C0h
IZT13OXTIQKTIAZGOqWOdy 6T JgqKEsveOnXlZDSJoZED3 SquFOUFEPquaz+1Tive Te
ald] JpYDZ0OEJFRSzutH+Jai/ paf IvakVizVdz9IMuZceF JgquTlyGIeves ATudilkcd US

i ] 40w ol B xS0 R losn Sy

Membuka/dekrip email dan attachment/lampiran yang di enkrip
Berikut langkah-langkahnya;

Step 1.

= lkuti langkah-langkah seperti pada Membuka/dekrip email yang di enkrip diatas dari Step 1
= sampai 3.

Step 2.
Gek Mail VWrite  Address Book  Decrypt Reply  Reply &l Forward Deelete Junk Prink

&l Folders P :"I: w0 ."'HJEiEl:t &4 Sender
- W Re: [Test] Ecrypted Email ‘With att... < Email test

L

g

= -] user.test@se...first.or.id
= Inbox
J# Drafts
(= Senk
T trash
+ 5 Local Folders

5

| @ OpenPGP: Decrypted messane: Gond sionature From user enlripsi <user.enk

= Subject: Re:[Tes Open hnent

From: Email test  Sawve As...
Date: 13:34

Detach ...
To: DenBagu

Delete

] . Bagus wrote
Klik kanan pada file email tul:
larmpiranfattachment kemudian P email wul:

klik Decrypt and Save As. ..
' |-I' g1 ) i Import OpenPGP Key '_‘)@

4-Instalasi-Enigmail, pdf.pap
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OpenPGP: Save decrypted attachment

[ pilh_folder Q¥ @
My Recent
Documents
@
Desktop — . -
Pilih folder untuk manyimpan hasil
= = dekripsi kemudian klik Save
= My Documents
o By Computes
x -
File name: 4nstalasi-Enigmal pdf
] by Matweark Save as lype: Al Files

'2:,-../] Please type in your OpenPGP passphrase or your SmarkCard PIM
-

=i passphrase DpenPGP
A1 key kemudian klik Ok

-

[]: Remember For 5 idled ;

RINLLJ
|

— Sampai disini file attachmet sudah terdekrip dan sudah bisa di buka.

| —

-

ay  Favorites  Tools  Help

\ V4

b

'k._rJ l.ﬁ J,';:j Search E‘ Folders "

Cocuments and Settingsiuseriiy Documentsipilih_Folder

# 2 App

# I3 Data

# I3 Other
incuments and Setkings
ragram Files

hare

Hasil dekrip, dan
sudah bisa dibuka.

a5k
IMDOWS
rive (D) =

Selesai



