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Generate OpenPGP Key

Step 1.

Bukalah/jalankan aplikasi Thunderbird, kemudian ikuti langkah seperti pada gambar-gambar
berikut.

= Inbox for user.test@securityfirst.or.id - Thunderbird
Gle  Edit  Miew Go Message [REErgEd

‘ -
./ N
et Mail Wiibe  Address ook
All Folders A __: gy Management

= 571 user.besb@securityfirs
= Inbao:
T Trash

= E3 Local Folders
& Ursant
T Trash

Filih CpenPGF kemuman
klik Key Management

Aot OpenPEp

Step 2.

& OpenPGP Setup Wizard

Wielcome to the OpenPGP Setup Wizard

This wizard helps you bo start using OpenPGP right sway. Creer the net few screens well ask you
sofme quéstions bo get everything setup,

To keep everything simple, we make some assumptions about configuration. These assumptions try to
provide & hagh level of security For the average user wikhout creating confusion. Of course, you can
change all of these sattings sfter you finish the wizard. You can find out more sbout the OpenPGP
Feabimes in the Help menu or o the Endgenal website.

IF you hawe any trouble using this wizard, please bt us know by emaling us.

This wazard Is onby imvotked when you first instal Enigmad. Tt vl not be: shown gain and cannok be:
called from the menu.

Thiank, youl For chodsing Endgrasl OpenPaP!
Mruuhwuehwa‘dm?
O ves Ll ot vt

Filinh No, dan
kemudian klik MNext
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& OpenPGP Setup Wizard

Camcel Wizard

You have chosen not to use the Wizard to corfigure OpenPGP.
Theank. you for using Eregmad.

Klik Finish

& OpenPGP Key Management

Filih Generate kemudian
klike Mewi Key Pair

£ | UserSIEnshen Bacus -:user.tsst@seurityﬁst.ut.id} - user test@securityfirst, or j
=& generated key for the Qeleatéi:l.identi-t? ' .

| 151 Passphrase/passwaord yang tidak mudah di tebak dan
menggunakan kambinasi (huruf, angka, karakter)

Tentukan masa berlaku pgp-key,
dan uncheck Key does not expire

 Key Generation Console klik untuk generat key

NOTE: Key generation may take up to several minutes to complete. Do not exit the apglication while key
generation is in progress, Acthvely browsing or performing disk-intenstve operations during key generation will
replenish the ‘randomness pool' and speed-up the process, You will be alerted when key generation is completed.
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OpenPGP Confirm

ic ared private keys For 'Den Bagus <user best@securityfirst.or.id>'?
Klik Yes untuk

melanjutkan

Step 7.
Generate OpenPGP Key
Account § User ID | Den Bagus <user besti@secuityfirst. orid> - wser best@securityfirst.or.id v1
Use generated key For the selected identity
= [] Mo passphrase
5 Passphrase | | Passpiwase (repeat) |
Comirent |
= Key expiry | advanced
o Key expires in |1 | [ years | [0 key does not expie

_, (Generss ey ] [concel [Tunggulah]

Key Generation Console

MNOTE: Key generation may take up to several minutes to complete. Do not exi: the application while key
14 generation is in progress, Actively browsing or performing disk-intensive operations during key generation vll
replenish the 'randomness pool’ and speed-up the process, *munlbealmod when key generation is completed.

[esssmsssssess: ]

QpenPGP Confirm E

i ;_) Key generation compheted! Identity <user.best@securityfirst.or.id> vall be used for signing.
= ‘e highly recommend bo create a revocation certificate For your key. Thls aertlﬁ:ate can be used o
invalidate vour key, .0, in case vour secret key geks lost or co AnisE A b

such a revocation certificate now?

RINLLJ

Pada step ini sangat disarankan untuk membuat revocation certificate yang berguna jika kita
- ingin membuat key menjadi tidak valid, misal karena secret/private key kita hilang atau di curi.

| —

:d Step 9.

L Create &t Save Revocation Certificate

\ V4

Savei | (3 mvcet V: S X E

fe;

My Recent
Drocurments

Deskbop

2

My Documents

klik save. simpan di direktor
yang di inginkan

My Computes

Flename: |ertes@sscuitiist ocid (061E0E384) rev.asc ¥
MyMetwork | Saveastype: | ASCI Ammored Files [".asc) |
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OpenPGP Prompt

@ **************l

[] remember For 5 idle minutes

Please tvpe in wour OpenPGP passphrase or vour SmartCard PIN

ﬁdasukan passphrase yang
sebelumnya sudah di
masukan ketika akan
men-generate pgp-key.

~ Step 1.

% OpenPGP Key Mana.gemnnt
- File Edit Wiew Eeyserver
. Filker For user ID's or key ID's containing: |

Den Bagus <user.test@securityfirst.orid> 61E08364 Dub':ﬁ'_ ultumah: ultimake 10/12 /2009

Key yang sudah
berhasil di buat.

= Klik dua kali untuk melihat detil dari key tersebut

=

o

Key Properties g|

.t

RINLLJ

Primary User ID | 570 E-:u:lu_ zuser best@sacurityFirst, or id =

g Key I 4 Dx61E08384_> |

= Type ﬂmﬁ"-— Key private dan public
I u _ Key walidity |L|Itimate |
Y Ciwner brusk | Ulkimate |
> ; Fingerprint | ASBE 0723 3654 C215 2741 CCC7 39C3 6635 61E0 5384 | |

Subkey 10 Alaaorithm Size Created Excpiry
subkey 0x07DC9SE7 ELiG 2045 10f12)2008 101212009

Pada tahap ini Key pair telah di buat, selanjutnya account yang sudah di konfigurasi di
Thunderbird (ex; user.test@securityfirst.or.id) di set agar menggunakan key yang baru dibuat di
atas, Lihat pada panduan berikutnya(Konfigurasi OpenPGP key di email account).



mailto:user.test@securityfirst.or.id

Gading Bukit Indah Blok G no.23
Kelapa Gading, Jakarta 14240, Indonesia
&CU’Q&IT Telp. +62 (0)21 4517555

e e Fax. +62 (0)21 4513809

Konfigurasi OpenPGP key di email account

Berikut langkah-langkah untuk mengkonfigurasi account yang sudah di set di Thunderbird agar
menggunkan OpenPGP key.

Step 1.
Kembali ke jendela utama Thunderbird

= user.test@securityfirst.or.id - Thunderbird
Ele Edt Vew Go Message OpegPGP  Tools  Help

&./ N e e

GetMail  write  Address Book

Srerreameews | Thunderbird Mail - user.test@secur

Lipen

Mew Folder...

=/ Ed Local Foldé
A Unsert
[ Trash
1. Klik kanan pada account
folder yang maksud.

ead messages

2. Kerudian klik pada Properties.

Accounts

Step 2.

Account Settings

= user.test@securityfirst.or.id
Server Settings
Copies & Folders
Composition & Addressing
Disk Space

OpenPGP Options (Enigmail)
ionad 2- Checklist pada Enble OpenPGR

pay insty support (Enigmail) for this entity
—r T

RINLLJ

| —

5 8

Message Composition Default Options
[] sian non-encrypted messages by default " [
Outgoing gerver (SMTF) [] Sign encrypted messages by default @ Klik Select Key ... ]

G. Klik OpenPGP Security. ] - o —
: . Encrypl messages

[ Always use PGRIMIME

Send "OpenPiEF' Header
[] Send OpenPar Key ID
[] Send URL for key retrieval: |

[ add Account.. |

[ Remove Account ]

Ok ] | Cancel
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Step 3.

QpenPGP Key Selection El

~ Select OpenPGP Key for Encryplion

"
i
/ = (2. Kemudian kiik OK.
%
: Step 4.
= Account Settings
2 ! bl OpenPGP Options (Enigmail)
* Sepver Settings
= = Copies & Folders Support For OpenPiEP encryption and signing messages is _prmvidad by Enigmail.
Composition & dckbessig You need to have GnuPG (gpg) instaled in order to use this Feature.
a Disk Space Enable OpenPGP suppart (Enigmail) For this identity
= Jurik Settin [
: = Sgs g () Use emall address of this identity bo identify OpenPGP key
I u Rsturn Recsipts (%) Use specific OpenPaP key 1D (0x12348BC00:
:i = Local Folders ; S
5 Disk Space
L} Jurk Settings [] san nen-encrypted messages by
Outgoing Server (SMTF) [] sian encrypted messages by default
[ Encrypt messages by default
[ Abways use PGR{MIME
Advanced
- Send ‘OpenPER' Header
[] Send OpenPaP Key ID
[] Send URL for key retrieval: |
[ add Accourt... .
Klik Ok .
[ Eemove Account

w .

Den Bagus

6. Pilihvklik pada key yang dimaksud_)
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& OpenPGP Key Management
File Edit  Yiew Keyserver  Generate
Filter For user ID's or key ID's conkairing: |

Account | User 1D Ky IO Type ey Wabdiy Owmear Trust | Expiry m|

Den Bagus <usertest@securityfirstor.id > G1EDB3IB4 pub/sec ultimate ultimate 10122009

Selesai.

Selanjutnya mem-backup key pair dan mengeksport public key kita ke file atau ke keyserver
agar mudah dalam mendistribusikanya(hanya public key saja) serta mengimport public key dari
calon penerima pesan kita, karena public key tersebut digunakan untuk mengenkrip pesan yang
akan kita sampaikan kepadanya. Jadi, untuk setiap enkripsi email kita harus mempunyai public
key dari setiap penerima email.
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